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SafeSend  enhanced outbound

SafeSend Outbound Filtering

Much of the email security industry today focuses on the benefits of inbound threats. Many companies
imprudently downplay the importance of adding protection from email threats and abuse within the
organization. SafeSend from Mailprotector provides this vital layer of protection, allowing you to

protect your company’s reputation and preventing sensitive information from being leaked via email.
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Good messages which pass our security layers

Outgoing messages from users within your
organization which contain spam, viruses,
or policy-violating content are stopped from

being sent and quarantined for admin review.

continue to the intended message recipient ¢
utilizing TLS encryption standards (when Good!
available) and incurring no latency.
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Protect your business and safequard its reputation

Protects from spam proliferation
Inadvertently sending spam and
viruses makes you look bad, but our
advanced filtering capabilities keep
the blame for viruses and spam from

coming back to your company.

Stop email w/banned attachments
SafeSend gives your administrators
the ability to define which attachment
types are detected, and then lets you
assign custom actions such as BCC,

quarantine, or destroy.

Prevents sensitive info leaks
Utilize pre-defined content lexicons to
secure data such as Social Security or
credit card numbers, or create custom
rules to cover your specific policies or

legal compliance needs.

Improves email deliverability
Clean internal email in the cloud
significantly lowers the risk of
improper routing and noncompliant
messages and increases your organi-

zations image of professionalism.

See which recipients support TLS
SecureCircle checks to see if your
contacts accept TLS encrypted email.
If they do, you can force SafeSend to
always use TLS when sending to

certain addresses or domains.

Regulatory compliance footers
Create totally customizable email
footers so you comply to the legal
regulations and standards required by
your industry. All email sent from your

domain will include your footer.
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SecureCircle outbound encryption enforcement

SecureCircle is an exclusive feature of SafeSend, which allows you to test an address to see if TLS encryption is supported. If
a domain does support TLS, you can enable SecureCircle to always send messages using TLS encryption to that domain or

address. If TLS is not supported, enabling SecureCircle prevents mail from being delivered to that contact.

m View Al

Y IRr AR ANE-2 Q

Add Contact  Export Import Delete Test Al
[0 Domain/Address Status Enabled
] johndos@gmail.com 4" Encryption is supportad. m |

{updated at 10:32 AM on Mar. 25, 2013)

O example@hotmail.com x Encryption is not supported. OFF
{updated at 10:32 AM on Mar. 25, 2013)

Custom footers

Government regulations such as Sarbanes-Oxley, HIPPAA, @ Show compliance footer on ail outbound messages use defaut
and Gramm-Leach-Bliley, have created the need for Gustom compliance footer text edit use defaut

companies to comply with email-based regulations. The information contained in this email message s privl

SafeSend lets you add a compliance message in the and coenfidential and is intended only for the use of the
foot f tb d heloi . addressee. If the reader of this message is not the addressee,
ooter of every outbound message, helping your organi- or the person responsible for delivery to the addressee,

zation keep up with current standards.

A complete suite of email security, management, and hosting products is available from Mailprotector.
Learn more and sign up to try all our products completely FREE for 30 days at www.mailprotector.com.
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