
Shield Outbound Workflow
Conditions and Actions Flow

Attachments Decision Envelope Headers Message Region Source IP Address Time

Compliance Delivery Security Workflow

Outbound Email

Evaluate Conditions

Attachments
━━━━━━━━━━
• Attachment Count

• Attachment Filenames
• Attachment Sizes
• Attachment Types

Decision
━━━━━━━━━━

• Decision Action
• Decision Risk Level

Envelope
━━━━━━━━━━

• HELO Host
• SMTP Mail From
• SMTP Recipients

Headers
━━━━━━━━━━
• Any Sender Address
• Any Sender Name

• CC Addresses
• CC Names

• Email Headers
• From Address
• From Header
• From Name

• Reply-To Addresses
• Reply-To Names

• Return Path
• To Addresses

• To Names

Message
━━━━━━━━━━

• Email Content
(Sensitive Data,
Password Reset,

One-time Password/MFA)
• Message Body

• Message Body Size
• Subject Line

Region
━━━━━━━━━━
• Geographic Region
• Region Risk Level

Source
━━━━━━━━━━

• Email Platform
• Email Platform Type

IP Address
━━━━━━━━━━

• Contains/Does not contain
• Equals/Does not equal

Time
━━━━━━━━━━

• Day of Week Sent
• Time of Day Sent

Operators
━━━━━━━━━━

Is greater/less than
Equals

Does not equal
Is greater/less than

or equal to
━━━━━━━━━━
Contain/Do not contain

Equal/Do not equal
Value

━━━━━━━━━━
Are greater/less than

KB/MB/GB/TB

Operators
━━━━━━━━━━

Equals
Does not equal
Is greater than

Is greater/less than
or equal to

Operators
━━━━━━━━━━

Contains
Does not contain

Equals
Does not equal

Value
━━━━━━━━━━
Contain/Do not contain

Equal/Do not equal
Value

Operators
━━━━━━━━━━

Contains
Does not contain

Equals
Does not equal

Value
━━━━━━━━━━
Contain/Do not contain

Equal/Do not equal
Value

Operators
━━━━━━━━━━

Detects/Does not detect
Sensitive Data Types
━━━━━━━━━━

Contains/Does not contain
Value

━━━━━━━━━━
Equals/Does not equal

Value
━━━━━━━━━━

Is greater/less than
KB/MB/GB/TB

Operators
━━━━━━━━━━

Equals
Does not equal
Is greater than

Is greater/less than
or equal to

Operators
━━━━━━━━━━

Equals
Does not equal

Platform/Type Values

Operators
━━━━━━━━━━

Contains
Does not contain

Equals
Does not equal

Value

Operators
━━━━━━━━━━

Equals
Does not equal
Is greater than

Is less than
Is greater/less than

or equal to

Apply Action

Compliance
━━━━━━━━━━
• Journal to Archive

(Journal Archive Address)

Delivery
━━━━━━━━━━

• Bounce Email
(Message optional)

• Discard Email
• Hold Email

• Send Copy to Recipient
(Email Address)

Security
━━━━━━━━━━

• Deliver Email Securely
• Deliver Email with Bracket

• Run Email Decision
• Set Risk Level

(None/Low/Moderate/High)

Workflow
━━━━━━━━━━

• Trigger Workflow
(Existing workflows)

Action Complete


